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This paper sets out to combine analysis of twoerapbrary trends
in border discourses and practices. First, the ection of borders and
protection which was made explicit in UNHCR’s apgeb to mixed
migration (UNHCR 2007) as “protection sensitive rgnsystems”.
This term has retained considerable currency iectimg discussions.
The UK Refugee Council produced a study of ‘pratectsensitive
borders’ in the UK context (Refugee Council 2008) &/ NHCR has
held an international consultation focused on n@leéntry systems
protection sensitive (UNHCR 2008). These discussmmsider ways
of ensuring that tighter border controls, whictthie European Union
context are increasingly controlled extra-terridiyi, do not affect the
ability of individuals to seek asylum. Internatibnarotection is
increasingly replacing the language of asylum, raghe European
Council’s recent revisions of the Directive on minim standards for
granting and withdrawing refugee status, in whigifugee status’ has
been replaced throughout with ‘International protec (EC 2010).

A second important development occurring at bordershe
progressive introduction of digital technologiesaasintegral part of
control mechanisms. These developments include eBlamnce
technologies, such as radar and thermal imagingatdd at the
physical border itself, the increasing adoptiorbiaimetric passports,
following the International Civil Aviation Organiian’'s 2006
standard (ICAO 2006) and the establishment of dadbto store and
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process relevant digital information. Biometric §agrts are being
introduced around the world but the cost implicagiof large scale
databases or surveillance technologies mean tha¢ thre more likely
to be adopted by wealthier countries. Indeed, songasures are
concentrated in the European Union. Border comthanisms such
as the Spanish Integrated System of External \figda (SIVE),

combine a variety of technologies to identify iy migrants at sea
and are being combined in the new EUROSUR migrationtrol

mechanism, focused at the EU’s Mediterranean bsrdgimilarly,

databases are also particularly well establishedEurope: the
Schengen Information System (SIS) and planned §I$h¢ Visa

Information System (VIS) and most significantly fehis paper,

EURODAC which, since 2003, has collected biomettata on all

asylum seekers in Europe and is among the largesnefric

databases anywhere in the world.

These developments in border control technologies usually
simply equated with increasingly stringent contréthe role of
technology is seen as permitting border controhegs to do what
they were doing anyway, but more effectively. Digions on
protection sensitive borders interpret technoldgisvelopments in
this way and do not consider technology as a distissue from
stricter border controls. Yet work in technologudies around wider
issues of e-government makes it clear that teclgicabdevelopments
do not only allow governments to fulfil the samesks® more
effectively or more efficiently, but they changeetlwvays in which
those tasks are performed (Dunleavy et al 20063.liflited literature
on the application of new technologies in the fiefdborder control
supports this argument. Technology is changingwhgs in which
border control is performed. Most of this liter&ufocuses on
questions of control. This paper turns to issuethefhuman rights of
migrants, particularly in terms of international ofgction to
investigate how new border control technologies €éreas of
surveillance, identification and data managemeit¢y ahe degree of
protection sensitivity of border control systems.

The paper falls into three sections. The followsegtion considers
the development of international protection as ssue of border
control and examines current debates on thesesisJue second
section examines technological applications in ®&ordaontrol
operations, particularly in the Mediterranean aredust as
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investigations of protection sensitive borders dot rexamine
technology as an issue that is distinct from srictontrols, current
analysis of border technologies does not examigeetfects of such
measures beyond the implications for control. Thédt section
therefore goes on to examine the implications dfnelogy at borders
for international protection.

INTERNATIONAL PROTECTION OF REFUGEES AND OTHER
MIGRANTS

The notion of “international protection” is assde with the
function of international law to protect individsalvho have been
denied “national protection”, in other words refageThis covers all
rights to which refugees are entitled and few otreas of debate on
the situation of refugees have generated such ge lamount of
discussion. Debate on the legal context of intéonat protection
began soon after the drafting of the 1951 Genevav€ttion on the
Status of Refugees (eg Weis 1954). The Executivartiittee of the
United Nations High Commission for Refugees createdsub-
committee on International Protection in 1975 aimtes then the
Executive Committee has reached 109 Conclusiortkesubject, the
first 101 of them (up to 2004) summarised in a p8@e document
(UNHCR 2005).

The constituent rights of international protection refugees are
set out in the 1951 Convention, in addition to wuiial rights
covered in other UN human rights agreements. They aon-
discrimination (Article 3), freedom of religion (#cle 4), free access
to the courts of law (Article 16), the right to WofArticle 17), the
right to housing (Article 21), the right to educsti(Article 22), the
right to public relief and assistance (Article 2B&edom of movement
within the territory (Article 32) and the right torotection against
forcible return or refoulement (Article 33). All dhese rights are
problematic for refugees, even in wealthy partshef world such as
Europe. Technology can and does provide supporefagees’ access
to many of these rights and an analysis of thisréuige would require
a consideration of broader practices of e-governmévie will
therefore focus only on the final one, the pringipf non-refoulement,
which is generally regarded as the most importanélhother rights
depend on it.
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The principle of non-refoulement relates more djetr the nature
of border control or entry systems, whereas otigts outline the
conditions that a refugee should enjoy once they leen recognised
as a refugee and granted entry by a state. UNHE@Rtifebs three
scenarios in which this principle may be violatddrst, asylum
seekers may be “rejected at the frontier when tiese no possibility
of seeking asylum elsewhere”; secondly, “a refuges be expelled
from the country of asylum to a territory where/hes life, liberty or
physical security may be in danger”; and finallyemhrefugees are
‘forcibly returned to their country of origin wher¢hey fear
persecution, or are sent to a country whence theybe deported to
their country of origin where they fear persecutiq NHCR 1999:
12). All of these scenarios have raised growingceom in Europe
over the past decade or so as entry conditions baceme more
restrictive, recognition rates have fallen and digtmns have
increased, but it is the first concern, ‘rejectédha frontier’ which is
of most relevance here.

The most substantial challenge to refoulement atftbntier has
come from the changing nature of the European borfieis has
changed substantially since UNHCR’s analysis frod99 quoted
above. Guiraudon and Lahav (2000) argue that sketes attempted
to reassert their sovereignty over migration bytistgj controls at the
border “up, down and out”. Migration and border trols are shifted
upwards to supranational authorities such as the déuwnwards to
local and regional authorities, and outwards tadttdountries and
non-state actors. The aim is threefold: to prdjeetborder beyond the
state’s territorial limits, so that passengers enter border controls
before embarkation (often long before); to reinéorihe physical
border; and to police internal borders so that eodeented persons
are excluded from accessing institutions of wordt aelfare.

It is the movement of the border beyond the tetgtdimits of the
state, relatively well developed in the EU, whichises the most
serious concerns for international protection. Thsbecause the
opportunity to register a claim for protection islypresented when
an individual reaches the territory of the stateheweas their
movement to the territory may be prevented by thaounter with
various manifestations of extra-territorial bordemtrol where they
are unable to claim asylum. The European CounciRefugees and
Exiles has expressed concern for sometime aboudhil of access
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to European asylum systems (ECRE, 2005). The impakctxtra-
territorial controls have also been called “nemutEment” to
distinguish the experience of being turned badkaiphysical border,
the edge of the territory, from the experienceafnl denied access to
that territory (Hyndman and Mountz, 2007).

There is a distinction here between the visible ianiible borders
which has developed over the last decade or sasilher borders
operate for purposes of control, whereas internatiprotection can
only be sought at the visible border. Effective dawr control has
become more and more significant at invisible ofeast intangible
borders beyond and within the territory of the omtstate. At the
same time the physical borderline has become maible. This
increased visibility is partly an exercise in prasgion; at UK airports
there are now large signs above passport contrahwiroclaim ‘UK
border’.

This separation of the invisible and visible border partly
facilitated by technology, a development considenmedthe next
section, but depends on broader trends in migratmmirol. These
include the development of ‘remote controls’ (Zathel998) based
around visa controls and carrier sanctions, theitarigation of
migration control, involving navy vessels patrajjitoth territorial
and international waters for purposes of migratioontrol and
increased international cooperation, not only withthe EU but
between the EU and other, particularly neighbousitages.

DIGITAL BORDERS: TECHNOLOGY AND BORDER CONTROL

Border control practices have shifted away from tharder,
moving outwards, inwards and upwards, but alsonsified at the
border itself. How and why states control theirdews has changed
substantially in recent years. As Andreas (2008ues, borders were
traditionally viewed in military terms. Since thenergence of the
modern state from the seventeenth century onwantdsstate conflict
often turned on territorial competition and bordesere perceived as
‘strategic lines to be militarily defended or brbead’ (Andreas 2003:
81). In the closing decades of the twentieth cgmtiowever, border
practices shifted from military defence to the piolg of cross-border
flows of people and goods. Whilst many such flows kegitimated
and indeed encouraged, others are the object ifasing surveillance
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and control by states. Clandestine movements it iljoods and
undocumented migrants have become the focus ofebardntrol
activities.

Technological development has played a central moldhese
changes and the gradual establishment of ‘digitedidrs’ has been an
important development that has accelerated sinc®5.20The
technological infrastructure associated with digithorders is
particularly expensive and these developments @neentrated in the
wealthiest parts of the world. The EU in general] particularly the
external border of the Schengen zone, exemplifieset trends. As the
border moves outwards these changes are beginmimgpgact on the
broader Euro-Mediterranean area.

Yet cross-border flows are a fact of life in a glthed economy,
and borders are necessarily porous. This cregpesfaund challenge
for governments. How to control ‘unwanted’ flows péople and
goods, while simultaneously facilitating flows thate ‘wanted’?
European states have developed new strategies thnshates of the
facilitation/control equation, and digitalizationf oborder and
migration controls is an increasingly importanttpafrthe answer to
this question.

The situation of international protection falls @&s this divide of
‘wanted/unwanted’. Over the last few decades asydaekers have
become a key target of tightening border control®ss Europe. The
gradual closure of borders to individuals who regorthe asylum
system as one of the few remaining options for themnter Europe
has also closed off protection systems to thosgeimuine need of
them. In this sense the current system is ‘praiacthlind’. Yet
signatories of the 1951 Convention and its 1967tdem, which
includes all EU Member States, are obliged to acdegividuals
requiring international protection. In recent yedtse continual
emphasis on strict border controls in EU migratitiscourse is more
often accompanied by an acknowledgement of thessegiion
obligations and since 2004 asylum policies begaffigore in the
bilateral agreements of the European Neighbouripodidy.

In terms of practical border developments, thet fied the
substantial developments in border control, theiftigly up’ to
supranational venues, is well advanced in Europhty through the
Schengen Agreement, Dublin system, and Frontex. Ebe has
developed a number of European databases, incluglimgdac, the
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Schengen Information System (SISI/SISII), and theaVinformation
System (VIS) (Bigo and Guild 2005, Broeders 200&rr&a and
Geyer 2007). The power of such systems comes friz@ and
accessibility of the database, which may also woeltbiometric
information in various forms.

Biometric information is related to the physiolaglior behavioural
characteristics of an individual. Fingerprint arsgdyhas been in use
for more than a century but it is only much moreergly that this
information has been used in passports. The Iniera Civil
Aviation Organisation (ICAO) initiated discussion® include
biometrics in passports in 1998, though the examméat that
biometric passports should take was not formalisedil the
publication of ICAO document 9303 in 2006 (ICAO B)0in Europe,
the European Council passed a Regulation in 2004giating this
document, specifying the characteristics of biorogiassports within
the EU (EC 2004). In January 2010 most countriethénworld had
begun issuing biometric passports, including allEember States. A
biometric passport allows officials to verify theat individual is using
the passport with his or her biometric details elcb on the
accompanying chip. It does not prevent forgery, ibutakes forgery
much more difficult.

The first large scale biometrics database was EURQDwhich
stores fingerprints of all asylum seekers in the EUs designed to
provide support for the Dublin regulation by idéyitig if individual
asylum seekers have previously requested asylanather European
country, in which case they will be transferredhat country for their
asylum claim to be examined there. Given that tbblib system does
not take account of differences in asylum policyhim the EU, such
the radically different recognition rates, this teys is focused on
deterrence rather than protection (Collyer 2004)thBEURODAC
and the Dublin regulation began operation in 2003.

Since 1995, SIS has been the principle Europeaabdst. SIS
stores information on visa applicants to the Schangrea but does
not include any biometric data. The updated SISslicurrently
planned to include biometric information, but therie still
considerable uncertainty that it will meet its &triptroduction date in
2012. In the meantime the implementation of theaMisformation
System (VIS) is underway, scheduled for full impéntation by the
end of 2010. At full capacity VIS will contain biatric data on 70
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million individuals, making it the largest biometrdatabase in the
world.

Shifting out involves the projection of border aafs beyond the
state’s territory and co-option of non-state actot® immigration
control functions. These ‘remote controls’ (ZolbedP98) are
intended to prevent undocumented migrants from ssicg the
territory of a state where they could make an amytlaim, evade
controls, or use legal avenues to frustrate govemnattempts at
removal. Biometrics and information systems thdoval for the
collection and real-time analysis of passenger datacrucial here.
The UK, for example, takes fingerprints of all mduals issued with
a long term visa which can be checked on arrivagnisure that the
person issued with the visa is the same as themperbo uses the
visa.

Biometric visas are increasingly being used to muprdocument
security, fixing persons to an identity, whilst mibsion of Advanced
Passenger Information (API) allows posted immigwmatdfficers to
pre-screen passengers and potentially refuse eatimark APl can
also be analysed while travel is in progress aradtsalissued to
immigration officers at the port of entry to targgtispect’ passengers
for further checks. A particularly striking illustiion of this occurred
in February 2010 when a British Airways flight epute to the US
was turned back over the Atlantic by US authoritidter a ‘data
discrepancy’ in relation to a passenger was idenqtif(Daily
Telegraph2010). The fact that this was a false alarm illists the
fallibility of such systems.

Technological investment in the more traditionalpexds of
territorial border control has also increased. Tihidudes detection
technologies (radiation, carbon dioxide scanndrgpes of entry and
use of satellite tracking systems, infrared bodgnsers, footfall
detectors etc, on sections of land and sea bordéngorts of entry,
immigration officers with access to API data andgemger records
routinely check passengers against computer watshlBiometric-
based automated entry systems are an increasiogignon feature at
airports and several countries are developing emtity checks to
monitor visa compliance and identify overstayers.

These technologies introduced at the border itsed often
originally military in nature. They are thereforetrprimarily focused
on migration and migrants but at a range of mondauisly military
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security (terrorist) threats. However, as ideas seturity have
gradually replaced those of defence, migration nsirEcreasingly
important focus for these technologies; new prenisiadar, for
example, are advertised by their manufacturer Fairtability to
‘distinguish an illegal migrant from a cow at atdisce of up to ten
miles’. It is of course unlikely that they couldstihguish a legal
migrant from an illegal migrant at a similar distan

The militarisation of borders combines with migoaticontrol to
make particular borders extremely hard to crosgoats other than
approved crossings. There are a number of highdyegfic borders of
continuing military significance in the Euro-Meditanean area. The
Greek-Turkish border is a particularly clear examplhe ongoing
military significance of the border means that #nea is still mined,
with both anti-tank and anti-personnel mines. Tledbrs between
Mauritania, Morocco/Western Sahara and Algeriasarelar.

Given the military antecedents of border contrahick remains
very much a current issue in these examples, nbissurprising that
military equipment has remained concentrated atmattional borders.
As security has replaced defence, concerns of ptiegeunauthorised
migration have blurred with the imperative to preivhe smuggling
of military, biological or nuclear material over roders. The
development of digital technology has enabled aewmhge of new
technological applications at borders. A range exfhhologies are
under consideration for deployment in EUROSUR, teeloping
Mediterranean border control network, improving thre Spanish
SIVE system to include a coordinated combination satellite
tracking the use of Unmanned Aerial Vehicles (UAMUX)astal radar
and tracking stations and maritime patrols (Hay@39».

Shifting down to the local level, digital technoleg are used to
regulate access to the labour market and welfate.sthese internal
borders are essential to what the Commission thksfight against
illegal immigration’ because most irregular migarobably enter
Europe with authorisation — e.g. on student, stesrtt visit or family
visas — then overstay or breach their terms of varkesidence. As
Broeders (2009a; 2009b) has shown, the digital eslawce of
irregular migrants is now a central part of thetestaexclusionary
powers. Therefore, at the same time as states impoyed
technology to effect exclusion at and beyond theiritorial borders
they have also developed technigues to excludgulae migrants at
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their institutional borders of work and welfare €salso Coaffe and
Rogers 2008, Engbersen 2001, Samers 2003, Vog#).200

The above strategies are variously conceptualisedeims of
‘smart’, ‘virtual’ or ‘risk-based’ borders, with ¢haim being to harness
technology and regulate cross-border flows in walgat make
irregular entry and residence increasingly difficwhile at the same
time making legitimate movements easier. As onaigrof scholars
argue, the administration of immigration and borclantrols has gone
‘from being a low-tech backwater to being a higbhteanguard area’
(Dunleavy et al 2006: 214). This is shaped by almemof intersecting
trends, including the logistical challenges posgdh®g growing scale
and significance of cross-border mobility; the poikation of
immigration in many European countries; and theusgzation of
migration. The final section considers the relalip between
technological changes in border control and thalidé ‘protection
sensitive borders’.

THE FUNCTIONS OF TECHNOLOGY AND PROTECTION SENSITIV E
ENTRY SYSTEMS

The terminology of ‘entry systems’ rather than tber control’ is
increasingly used to reflect the developments dised in the
previous two sections, where various control pregseshave moved
away from the physical location of the border. Iddiion to
protection, entry systems must fulfil objectives effectively
regulating migration and tackling criminal actiesi associated with
cross border movements, such as smuggling andckiafj. The
limited literature on technological innovation airélers, and in entry
systems more widely, is focused on its role in iovrg capacities of
migration management and crime prevention. Teclyicdb
innovation has effectively been driven by theseectiyes. Digital
borders are essentially sequential screening psesethat aim to
identify and prevent movements judged to be illegite while
appearing as invisible as possible to the vast miyajof people going
through them.

For those reasons, the investigation of the impafctborder
technology on protection initially appears to ber@gone conclusion;
protection is simply not what the technology isigesd for and in
most cases technological developments simply fatli the
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prevention of access to asylum systems that haadyrbeen widely
commented on. Yet, this is to take a view of tedbgw as simply

inert, a tool which facilitates various pre-defingdsks without

changing the ways in which they are performed. Toiss not appear
to be the case, digital borders do not simply perfthe functions of

pre-digital borders more effectively, they fulfitlifferent functions

and it is these differences which are importanttfier ways in which

international protection will be provided in theute. We do not wish
to challenge the view that border technologiesratecurrently used
in a protection sensitive fashion. That much isaappt from even a
cursory examination of technological developmentshis field. Our

argument is that the ways in which technology iangfing border

control is currently making protection less likelgther than more
effective.

There have been recent signs that internationateqtion is
starting to receive more attention in EU relatiovith neighbouring
states. Compared to the objectives of migration agament and
crime prevention, international protection has asvaeceived a
relatively low priority from governments, at leastthe EU. In 2004
an interest in asylum appeared in the Action Plainthe European
Neighbourhood Policy. This is widely interpretedrtularly in those
states, as another stage in the externalisati®Uopolicy, though the
EU obviously justifies it differently. Whatever thenotivations,
asylum is now being associated with the extermadisible border, a
development which is partly responsible for newerest in the
protection sensitivity of those borders. We consitteir ways in
which technology is affecting this: detection, diggment, discretion
and targeting.

The first two changes are not unique to technoldgiorms of
border control, they are examples of the ways iickviiechnology is
assisting border patrol officials in doing what ythevere doing
anyway. New solutions to control at or beyond tbedbr allow much
more certain detection of potential undocumentedgranits,
sometimes at a much greater distance. This is akélaeffect of
technology, producing more efficient controls whiake harder to
evade and protection blind. Of course, migrants dndée be
apprehended by individual migration control offeend it is at this
stage that protection sensitivity can be incorgmaf his is the aim of
a range of agreements in Eastern Europe involviNgHOR, various
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national Helsinki Committees for Human Rights athé border
patrols of Hungary and most recently Bulgaria (€Hdérectorate
Border Police et al 2010). These agreements settrairting in
international protection issues for the Border éokio allow them to
identify and respond to potential refugees moreiictely.

Yet such controls may not result in apprehensionnafocumented
migrants but displacement of their migration routds technology
becomes more intensively used on certain stretatfesorder,
migrants are more likely to make attempts elsewhafteere these are
more remote desert or mountainous areas, or inviiwnger sea
crossings this displacement effect has obviouseptian implications.
Such displacement occurs across the US-Mexico basithe number
of crossings in the arid regions of Arizona incexhgollowing
Operation Gatekeeper in California. The expansibrthe Spanish
SIVE along the coast of Andalucia was one of tlutofa that initially
encouraged migrants to attempt the longer crosginthe Canary
Islands. Initial responses to the dangers facednlgrants on such
journeys involved direct assistance, such as lgas@ches of water on
particular arid parts of the Arizona border. Th&xesome evidence
that the expansion of technological coverage ma laasimilar effect
as the extension of the SIVE to the Canary Islamdkthe increase in
FRONTEX patrols have resulted in an increase ineatien of
migrants on the long sea crossing who are subs#guprehended,
producing a fall in the loss of life from drowniog exposure.

The second two factors, discretion and targetirgdate more
clearly to the ways in which technology alters lwrdontrol practice.
The increasing reliance on computerised databdagieely reduces
the discretion that can be exercised by any indadidorder control
official. This is particularly true of important dsions such as
whether to issue a visa or whether to stop somémmguestioning at
a border crossing where responses are increasimgggd on set
formula, dictating particular actions as a resulf oertain
characteristics, such as employment, training, daggs or previous
travel patterns.

Reduced discretion is partially related to the [fcfzange produced
by technology, the use of technology to improvegéting of
particular individuals and allow others to crossdews through fast-
track lanes. Again, this is typically produced thgh the application
of pre-set responses. If accompanied by properitigiiand resources
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this could potentially be managed in a protectiens#tive fashion as
it would allow border control officials to conceate on the more
complex cases, such as individuals wishing to clasglum, and
obtain enough information to improve the qualityiwitial decision
making procedures.

There are a number of other examples of the railstiip between
technology and movement, which have important opmseces for
protection but are not directly related to the colndf that movement.
First, networked computers are widely used to gadine collate vast
amounts of data on movements of refugees or irtgrdésplaced
people in response to natural disasters or ware Bomalia
Population Movement Tracking System (PMTS) is amehsexample,
it collects data from regular surveys around thantty which are
continually fed back to a central computer systalhowing a national
picture of displacement to develop. Unfortunatélig tsystem is only
as good as the data that is put into it and it widely criticised.
A second example, more removed from direct dataegeig is the
increasing popularity of models of population moesn Large scale
data sets, such as those generated by the PMT®éenased to test or
help develop such models so they can establish @& raoccurate
predictive capacity.

CONCLUSION

International protection covers a wide range afiéssbut the most
important constituent, the principle of non-refonnt, may be
guaranteed more effectively through a close amalg§ipractices at
the border itself. Much border control now operastsa virtual,
electronic or invisible border where the principenon-refoulement
does not always make sense and is rarely respdctgdening border
controls have an obvious negative impact on thegeds’ access to
asylum systems in the EU, yet policies to improwergntees of
international protection are developing a higheofifg in relations
between the EU and its neighbours.

This paper has combined an analysis of these dawelots in the
provision of international protection with the dlanly recent
developments of technology as an increasingly mteglement of
border control. We have argued that not only deekrtology increase
the efficiency of border control but it changes thays in which
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border control is performed. The first impact idustrated by
improved detection abilities and the resulting Bispment of
migration patterns. The second impact results 8% ldiscretion to
individual officials and more focused targeting obntrols on
particular individuals.

Although these developments are generally assaocigte a fall in
the protection sensitivity of borders we have adgtieat this is not
necessarily the case and that there are pos@biliin these
technological changes to improve the ways in wihiatders function.
If the considerations of political priorities atrders are genuinely
turning towards a greater priority for internatibnaotection, as
opposed to management issues and crime prevetgmologies can
be manipulated relatively easily to take proteciitio account as one
of the important functions that increasingly sopibéged border
systems are expected to perform.
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